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Packed with the latest information on TCP/IP standards and protocolsTCP/IP is a hot topic,
because it's the glue that holds the Internet and the Web together, and network administrators
need to stay on top of the latest developments. TCP/IP For Dummies, 6th Edition, is both an
introduction to the basics for beginners as well as the perfect go-to resource for TCP/IP
veterans.The book includes the latest on Web protocols and new hardware, plus very timely
information on how TCP/IP secures connectivity for blogging, vlogging, photoblogging, and
social networking. Step-by-step instructions show you how to install and set up TCP/IP on clients
and servers; build security with encryption, authentication, digital certificates, and signatures;
handle new voice and mobile technologies, and much more.Transmission Control Protocol /
Internet Protocol (TCP/IP) is the de facto standard transmission medium worldwide for computer-
to-computer communications; intranets, private internets, and the Internet are all built on TCP/
IPThe book shows you how to install and configure TCP/IP and its applications on clients and
servers; explains intranets, extranets, and virtual private networks (VPNs); provides step-by-step
information on building and enforcing security; and covers all the newest protocolsYou'll learn
how to use encryption, authentication, digital certificates, and signatures to set up a secure
Internet credit card transactionFind practical security tips, a Quick Start Security Guide, and still
more in this practical guide.

"A New TCP/IP Classic" -- Slashdot, December 14, 2005"A rocking, well-organized, profusely
illustrated book . . . Probably the best new introduction and reference book around." --
NetPerformance.com, June 12, 2006"It's informative and easy to read, even when discussing
rather nasty protocols." -- ;login:, April 2006"Nicely organized, from an introduction to networking
through administration and troubleshooting, the book clearly explains each topic." -- Library
Journal, January 15, 2006"The TCP/IP Guide is great for anyone and everyone . . . it can act
both as a reference guide and a textbook." -- Linux Security, April 6, 2006"The most
comprehensive guide to TCP/IP protocols we have ever come across . . . [and] the most
readable . . . we highly recommend it." -- Network World, November 28, 2005"This book is the
Real Deal . . . you will appreciate the mastery of Kozierok's achievement." -- WatchGuard
Wire"This is a really well-done book, . . . easy-to-digest information about TCP/IP." -- IBM s
DeveloperWorks, January 18, 2006"Well-organized, well-illustrated, and has a conversational
tone that makes it easy to read and learn even for networking novices." -- Windows Networking,
May 10, 2006About the AuthorCharles M. Kozierok is the author and publisher of The PC Guide,
an extensive online reference work on personal computers, as well as several other educational
websites, including The TCP/IP Guide. He holds master’s degrees from MIT in management and
in electrical engineering and computer science (EECS), and worked in various technical and



managerial roles before dedicating himself full-time to writing and educational pursuits. He lives
in rural Vermont with his wife and three sons.
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Marshall Wilensky has been wrangling computers and networks for more than 30 years (and still
has fewer wrinkles than Candace and less gray hair). In corporate life, he has had the privilege
of working for companies ranging from 25 people (who are 25 years old) to more than 300,000
worldwide. He has been a consultant, a programmer, a system administrator, and a network
manager for large multivendor and multiprotocol networks, including those at the Harvard
University Graduate School of Business Administration.Marshall met Candace Leiden in 1981
when they worked at the same company. He taught her everything she knows. They are also,
most importantly, married (to each other). Candace and Marshall are both members-at-large of
ICANN (Internet Corporation for Assigned Names and Numbers).DedicationCandace dedicates
this book to Marshall Wilensky (no one knows the meaning of the phrase "in sickness and in
health" better than Marshall) and to Emily Duncan, who is wise beyond her years. Even though
she has been through some tough times, Emily rules!Marshall dedicates this edition of the book
to his late parents, Leo and Estelle Wilensky, and to Roxcy Platte and the people who help him
with the toughest subject he has ever tackled.In memory of:Helen Louise DuncanChristine
Evans StaleyThey are missed every day.Author's AcknowledgmentsThanks to everyone at Wiley
who worked on this book. We continue to be surprised at how many people it takes to create a
book. We'd like to thank the team at Wiley for putting up with us. Thanks also go to Katie Mohr,
for her patience and diplomacy. So many people worked hard to turn our manuscript into a real
book. Thanks also to our project editor, Kim Darosett, who never once had a discouraging word.
When we finish a manuscript, Kim still has a lot of hard work to do. We're grateful to Kim,
Rebecca Whitney, Jen Riggs, and Barry Childs-Helton for their hard work. Their edits make this
a better book in many ways. We appreciate the work the Composition Services department did
in drawing tidy figures from our rough, hand-drawn sketches and in making our screen shots and
text files look nice.Finally, thank you to Cynthia Woods, a gifted and inspiring musician, who
allowed us to use her beautiful Web page as one of our examples.Publisher's
AcknowledgmentsWe're proud of this book; please send us your comments through our online
registration form located at .Some of the people who helped bring this book to market include
the following:Acquisitions, Editorial, and Media DevelopmentProject Editor: Kim
DarosettAcquisitions Editor: Katie MohrCopy Editors: Barry Childs-Helton, Heidi Unger,
Rebecca WhitneyTechnical Editor: Allen WyattEditorial Manager: Leah P. CameronEditorial
Assistant: Amanda FoxworthSr. Editorial Assistant: Cherie CaseCartoons: Rich Tennant
()Composition ServicesProject Coordinator: Patrick RedmondLayout and Graphics: Reuben W.
Davis, Timothy C. Detrick, Melissa K. Smith, Christine WilliamsProofreaders: David Faust,
Jessica Kramer, Lisa Young StiersIndexer: Estalita SlivoskeyPublishing and Editorial for
Technology DummiesRichard Swadley, Vice President and Executive Group PublisherAndy
Cummings, Vice President and PublisherMary Bednarek, Executive Acquisitions DirectorMary
C. Corder, Editorial DirectorPublishing for Consumer DummiesDiane Graves Steele, Vice



President and PublisherComposition ServicesDebbie Stailey, Director of Composition
ServicesForeword:For both good and ill, modern society around the world has been transformed
by the Internet. But the Internet was not the first data communications network, not by a long
shot. So what was it about the Internet that enabled the revolution? In a very basic way, it was
the use of TCP/IP. TCP/IP enabled the Internet to be the first data network where the use could
be driven by the users and not controlled by the carriers. TCP/IP is an end-to-end protocol. The
network is there to carry the bits from any device at the edge of the network to any other device.
This stands in stark contrast to X.25, frame relay, ATM, and other carrier-managed data
networks, where the carrier determined who you could talk to, and in an even starker contrast to
the phone network, where the carrier determined what you could do.This end-to-end
architecture has resulted in an amazing proliferation of applications because the network does
not get in the way of individual entrepreneurs developing the next great thing and running it over
the Internet. It also did not get in the way of millions of people putting up their own Web pages,
or, with somewhat more controversy, swapping music and movie files. Even if you take into
account the Internet boom and subsequent bust, the Internet, and TCP/IP, are here to stay. And,
while here, they will continue to radically change the way we interact with employers, service
providers, each other, and the world at large.You can easily go through life without having to
understand how this Internet thing works because it will continue to work even if you do not
understand it. I do not have any meaningful understanding of the Theory of Relativity yet make
use of its implications every day.TCP/IP For Dummies, 6th Edition, is for those of you who aren't
just curious about how things work, but who want to actually understand what's behind the
curtain. (Hint: It's not the Wizard of Oz.)— Scott BradnerUniversity Technology Security Officer,
Harvard UniversityIntroductionTCP/IP is the glue that holds together the Internet and the World
Wide Web. To be well connected (network-wise, that is), sooner or later you have to become
familiar with TCP/IP applications and services. If you want to understand what TCP/IP is, what
it's for, why you need it, and what to do with it, and you just don't know where to start — this book
is for you.If you're on a network, whether you know it or not, odds are, you're working with TCP/
IP and its many pieces and parts. We help you understand how it all fits together. We also give
you plenty of hands-on tips so that you can get all those pieces and parts set up and running.We
take the mystery out of TCP/IP by giving you down-to-earth explanations for all the buzzwords
and technical jargon that TCP/IP loves.This isn't a formal tutorial; skip around and taste TCP/IP
in little bites. If you need to impress your boss and colleagues with buzzwords, you can find out
just enough to toss them around intelligently with the technocrats at meetings and parties. Or,
you can go further and discover how to set up and use the most important features and tools. If
you want the full TCP/IP banquet, you can explore the technical tasks that take place behind the
scenes to make the Internet and the Web work. It's right here in your hands.About This BookWe
hope you find TCP/IP For Dummies, 6th Edition, to be a fun and fast way to dive into the guts of
the Internet. The book is both an introduction to the basics and a reference to help you work with
Internet applications and tools on all kinds of connected computers. We added and updated the



latest Internetworking protocols and servers — with examples from Microsoft Windows Server
2008, Windows 7, Windows Vista, Windows XP, Linux, Unix, and Mac OS X. Here are just a few
of the subjects we describe:Uncover the relationships among TCP/IP, the Net, and the Web.Get
up and running and keep running on the Internet, whether you have a small network or a big
enterprise network and whether it's wired or wireless.Install and configure TCP/IP client and
server applications and services.Phone home without the phone or the bill, thanks to VoIP.Build
and enforce security everywhere on your network.Get in on all the newest Internet security
protocols and trends.Boldly go to the next generation: IPv6.This book is loaded with information.
But don't try to read it from cover to cover in one sitting — you may hurt yourself. If your head
explodes and bits and bytes go flying, please don't blame us.Conventions Used in This BookAll
commands that you need to enter yourself appear either in bold, like this, or on a separate line,
like this:COMMAND to typeTo enter this command, you type COMMAND to type exactly as you
see it here and then press Enter.When you type commands, be careful to use the same upper-
and lowercase letters that we show you. (Some computer systems are fussy about this issue.)

The TCP/IP Guide: A Comprehensive, Illustrated Internet Protocols Reference Introduction to
Networking: How the Internet Works
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Oracle, “Told was good. Baught it because someone recommended it to me. Now it compresses
my receipts for me.*Pats book*”

Tropylium, “Very good (not great), high level of detail. I obviously didn't read the book cover-to-
cover. If you need to do that, god help you.It is a good reference. Unlike many other sources, it
gives a full and verbose explanation of everything. It does not assume any prior knowledge and
it does not leave out any details that might be irrelevant. It includes all the details, and that is just
what I needed for some really low-level TCP/IP hacking.”

Holden Daugherty, “Great Book. Love, Love, Love this book. It makes TCP/IP so much more
simple to learn and does an excellent job of explaining a fairly tough process in a way that
anyone; including a complete beginner like myself, could comprehend it!!!! Definitely
recommend this book to any one looking for an overall read about TCP/IP!”

KH, “Not for dummies. You need a bit of conceptual knowledge at first, this is not a book for
beginners”

shadowcrane, “good stuff. fast shipping and product is good thz”

JP, “But overall good enough.. Ended up being an older addition. So doesn’t have most up to
date technical information. But overall good enough.”

Bluesman 54, “If you know some computer stuff this will fill in the rest!!. I have been having some
difficulties setting up a home network and understanding how that works. I am disabled and
have the time to learn about this area of computer sciences. I don't have the money to hire a
computer expert to set it up and explain it. This book and The Dummies Book on Networking
have been invaluable.”

Robert A. Neverdon Jr., “I know that TCP/IP is fundamental building block of networking .... I
know that TCP/IP is fundamental building block of networking, and the main reason I got this
PUB was to refresh my mind on all of the networking processes that I had not talked about or
seen in years.”

Avid Reader, “Excellent Intro to the subject for newcomers. If you are completely new to this, you
won't find a better book to introduce the subject - it is very well thought out and and easy to
understand.”

Chris, “perfect for university. Lots of useful information for my degree in here”



Nicholas Rust, “As described. Great book for as described “dummies. Delivered on time as
forecast”

Andrei P., “Five Stars. Very useful!”

D. Hopkins, “Me dummy - book good. The content is a bit over familiar but good all the same”

The book by Candace Leiden has a rating of  5 out of 4.5. 136 people have provided feedback.
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